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INDEPENDENT ASSURANCE REPORT

To the management of Agenice Nationale de Certification Electronique ("ANCE” or “TunTrust”):
Scope

We have been engaged, in a reasonable assurance engagement, to report on TunTrust management’s
statement that in generating and protecting the asymmetric key pairs for its:

1. TnTrust Root CA-G1
2. TnTrust CA—QSignl

(Collectively, “TunTrust CAs”) during the period of 20 September 2022 to 23 September 2022 at Ariana,
Tunisia, with the following identifying information (full identifying information enumerated in
Attachment A):

1.TnTrust Root CA-G1 CB:A5:25:28:43:3E:52:E3:55:46:72:79:3D:6F:FC:A9:59:04:EB:56
2.TnTrust CA—QSignl 48:C0:C1:B5:B6:8B:12:36:14:36:66:09:A8:CB:25:5D:BA:21:69:78

TunTrust has:

o followed the CA key generation and protection requirements in its:
o TnTrust Sign PKI Certificate Policy / Certification Practice Statement Version 01, 23
September 2022 (CP/CPS)
e Included appropriate, detailed procedures and controls in its Key Generation scripts:
o PV GAC 04 Key Ceremony Preparation 21 September 2022
o PV GAC 09 Key Ceremony 21 September 2022
o PV GAC 20 OCSP Ceremony 22 September 2022
o PV GAC 06 Key Ceremony Finalisation 23 September 2022
e maintained effective controls to provide reasonable assurance that TunTrust CAs were
generated and protected in conformity with the procedures described in its CP/CPS and its
Key Generation Scripts
e performed, during the key generation process, the procedures required by the Key
Generation Scripts
e generated the CA keys in a physically secured environment as described in its CP and CPS
e generated the CA keys using personnel in trusted roles under multiple person control and
split knowledge
e generated the CA keys within cryptographic modules meeting the applicable technical and
business requirements as disclosed in its CP and CPS

in accordance with CA Key Generation Criterion 4.1 of the WebTrust Principles and Criteria for
Certification Authorities - Version 2.2.2.



https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf
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Certification authority’s responsibilities

TunTrust ‘s management is responsible for its management statement, including the fairness of its
presentation, and for generating and protecting its CA keys in accordance with CA Key Generation
Criterion 4.1 of the WebTrust Principles and Criteria for Certification Authorities v2.2.2.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for
Professional Accountants issued by the International Ethics Standards Board for Accountants, which
is founded on fundamental principles of integrity, objectivity, professional competence and due care,
confidentiality and professional behavior.

The firm applies International Standard on Quality Control 1, Quality Control for Firms that Perform
Audits and Reviews of Historical Financial Information, and Other Assurance and Related Services,
and accordingly maintains a comprehensive system of quality control including documented policies
and procedures regarding compliance with ethical requirements, professional standards and
applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s statement based on our procedures. We
conducted our procedures in accordance with International Standards on Assurance Engagements
3000, Assurance Engagements Other than Audits or Reviews of Historical Financial Information, issued
by the international Auditing and Assurance Standards Board. This standard requires that we plan and
perform our procedures to obtain reasonable assurance about whether, in all material respects,
management’s statement is fairly stated, and, accordingly, included:

(1) obtaining an understanding of TunTrust’s documented plan of procedures to be performed
for the generation of the certification authority key pairs for the TunTrust CAs;

(2) reviewing the detailed CA key generation scripts for conformance with industry standard
practices;

(3) testing and evaluating, during the CA key generation process, the effectiveness of controls
over the integrity, confidentiality, and availability of all private keys, including back-up
copies, and access keys (including physical keys, tokens and passwords),used in the
establishment of the service;

(4) physical observation of all procedures performed during the CA key generation process to
ensure that the procedures actually performed from 20 September 2022 to 23 September
2022 were in accordance with the Key Generation Scripts for the TunTrust CAs; and

(5) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our
opinion.

Opinion

In our opinion, in all material respects, based on TunTrust’s management’s statement, TunTrust has
generated and protected the asymmetric key pairs for its:

1. TnTrust Root CA-G1
2. TnTrust CA-QSignl

in accordance with CA Key Generation Criterion 4.1 of the Principles and Criteria for Certification
Authorities - Version 2.2.2.
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This report does not include any representation as to the quality of TunTrust’s services beyond those
covered by CA Key Generation Criterion 4.1 of the Principles and Criteria for Certification Authorities -
Version 2.2.2, nor the suitability of any of TunTrust’s services for any customer's intended purpose.

SOlode LR

Deloitte LLP
Chartered Professional Accountants

Toronto, Ontario, Canada

21 October 2022
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Attachment A

TnTrust Root CA - G1

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
3¢:89:26:71:a7:5c:ec:cd:6a:9¢:20:80:28:47:0a:2d:d3:9f:f6:76
Signature Algorithm: sha512WithRSAEncryption
Issuer: CN = TnTrust Root CA - G1, O = AGENCE NATIONALE DE CERTIFICATION ELECTRONIQUE, C
=TN
Validity
Not Before: Sep 21 16:27:45 2022 GMT
Not After : Sep 21 16:27:45 2047 GMT
Subject: CN = TnTrust Root CA - G1, O = AGENCE NATIONALE DE CERTIFICATION ELECTRONIQUE,
C=TN
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (8192 bit)
Modulus:
00:e8:b3:ea:8f:c7:ba:e6:f3:e4:49:e3:64:46:7a:
b3:5a3:b3:96:2b:cf:ce:ae:14:fc:e8:16:11:f1:3c:
06:a7:4e:6a:a6:20:bf:8b:54:0e:d2:a0:21:26:45:
7c:da:57:08:b0:f7:2¢:05:37:ff:4f:d6:4c:9¢:67:
39:b5:8d:39:16:9b:e2:¢9:17:08:fc:b1:3c:0f:dd:
98:1c:41:ea:bd:1a:24:0a:04:93:9b:b6:91:f5:b8:
ae:5f:54:9d:d9:85:5d:7:43:83:b8:2a:6a:7a:14:
16:49:59:8f:2a:31:47:06:78:¢c2:62:d9:9:90:dc:
f1:5e:61:47:cl:cb:fd:c8:88:12:e7:80:6b:ed:b8:
21:b4:60:34:12:b4:60:d0:40:47:9e:86:a2:8a:b9:
8c:7e:05:5d:71:€9:d6:ab:be:47:1e:b0:61:b3:f4:
f4:5e:b0:de:3a:95:0d:54:26:€0:67:85:db:37:f3:
ea:8f:64:c8:d3:5b:a0:f5:ca:eb:2c:12:7d:9a:db:
95:b3:ca:ea:06:d9:3f:46:64:a6:ff:04:d9:e6:05:
aa:22:2c:2c:e0:7¢:94:fd:2c:2c:8a:9e:b1:c4:28:
76:fb:f1:e5:2f:f5:92:e8:f8:4f:62:7d:e0:11:61:
6b:3c:4b:df:63:f3:da:03:92:98:09:db:4a:7a:fe:
07:63:d0:f8:7¢:67:07:80:ce:d2:f2:b5:9d:62:24:
42:47:9c:b4:d6:47:2b:84:7f:c4:4f.ea:97:6¢:03:
2e:d5:8f:5f:2b:72:d7:f4:21:11:40:20:d1:c8:1d:
d4:eb:7f:0f:67:53:92:12:36:f3:92:11:37:8d:42:
65:6e:da:1e:f8:cd:02:5a:26:95:57:a5:64:34:a6:
b8:8a:23:89:45:ab:98:1c:ca:31:be:24:f6:1e:€9:
38:20:f8:17:1a:1b:56:88:f5:93:05:01:5c:5a:6c¢:
€6:20:39:d2:4e:a4:87:1a:ac:6¢:77:2e:ee:ad:57:
10:ff:4d:89:9b:94:2e:48:79:08:44:2¢:48:€9:13:
94:28:eb:a4:9f:cl:ac:1a:e5:da:55:a2:13:34:4a:
ff:43:1d:79:01:90:96:7d:07:ae:e7:40:55:67:0e:
f6:19:a1:20:ef:a0:47:cd:ca:b8:34:00:6¢:34:91:
04:79:59:6d:39:74:06:53:¢6:b5:¢5:ca:3d:96:5b:
29:70:47:f9:ab:06:79:37:5e:10:¢9:5c:1b:f1:d2:
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2d:68:fa:17:b0:81:31:dc:51:35:44:53:7c:4e:f1:
ed:0f:12:43:e8:10:9d:33:¢6:98:1¢:97:91:c4:19:
ba:c9:40:2d:75:6f:91:a1:b6:23:00:9¢:c5:89:94:
3e:e0:6b:35:23:91:62:85:74:96:14:a3:¢9:18:68:
73:32:77:25:22:cc:e7:¢5:9a:6¢:90:51:7a:f8:8e:
69:01:ae:58:8¢:91:b3:98:ab:ea:74:53:85:96:3d:
d3:ad:32:aa:de:86:c6:33:ba:97:55:a8:a2:27:a9:
b8:8d:83:8¢:13:94:f7:13:f0:dd:d9:c3:de:19:5a:
ff:ba:5a:f7:56:2c:e7:be:ab:93:65:be:c6:80:a7:
77:05:d2:fa:90:0b:84:1e:47:92:3b:f2:35:51:a2:
52:14:ea:68:3d:b6:29:99:93:00:4d:be:c2:c6:d9:
15:70:6f:e3:c6:8f:36:6¢:b6:96:59:6d:39:30:f6:
07:51:66:17:1f:b6:8a:28:5¢:08:d4:25:be:d4:94:
be:55:7a:de:76:77:00:cd:4f:6f:b9:d3:f7:b7:39:
5c:b7:12:¢9:e5:2f:d2:e8:5f:40:91:7e:18:7c:fd:
e4:45:fb:88:a3:0b:24:1b:5c:cc:bd:c5:38:e2:1a:
€6:ca:99:51:11:78:3c:b3:f8:58:19:5c:ad:fa:81:
56:27:90:a0:e1:c4:0f:f4:b5:c6:94:06:8b:d0:f4:
f9:81:a9:63:73:e8:d4:a7:93:de:c7:a2:dc:7a:39:
97:c6:2e:0e:3c:1e:4a:a7:42:8b:19:08:26:5a:e1:
a7:e3:ab:5b:7a:0e:db:eb:e2:05:98:24:f7:00:76:
9a:b1:62:8c:f2:c2:64:66:ba:40:9d:d9:0a:aa:49:
48:c7:83:c7:5f:46:ff:5f:.fd:a9:12:b2:6b:0a:c9:
€0:97:58:¢9:3d:80:7c:aa:1d:66:31:a5:3b:5f:f6:
ed:21:0a:2f:68:bc:0f:d0:75:a3:b3:2b:1e:dc:79:
¢8:60:fd:67:d0:95:80:be:a2:5a:7b:89:94:cd:d4:
68:57:e5:17:a3:d8:30:ed:c7:15:54:6a:96:13:11:
e0:67:4a:db:88:7e:81:44:7a:32:e3:82:80:8b:22:
51:b6:84:8e:db:98:87:ad:90:64:ef:0b:1f:83:b8:
b3:98:f3:2a:4f:fd:d8:98:7¢:90:8d:c4:90:1e:d5:
14:5c¢:23:72:1c:51:a0:51:db:cc:c2:e5:ab:71:7d:
a4:98:3b:64:51:29:53:b9:¢8:37:ba:cb:fb:d2:1b:
74:a2:cf:b3:78:53:6b:70:de:71:f4:49:28:7¢:29:
7e:ca:4f:5b:69:f5:a5:92:44:b0:a8:52:e4:f9:72:
83:ab:75:55:43:ef:1a:64:ad:2e:bd:84:b2:e3:12:
c3:7c:db:ba:03:4f:19:30:de:80:fb:94:74:90:24:
bc:50:3¢:97:4f:€0:76:7b:2e:91:87:32:50:eb:08:
42:e6:6a:1d:c1
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
CB:A5:25:28:43:3E:52:E3:55:46:72:79:3D:6F:FC:A9:59:04:EB:56
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Authority Key Identifier:
CB:A5:25:28:43:3E:52:E3:55:46:72:79:3D:6F:FC:A9:59:04:EB:56
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
Signature Algorithm: sha512WithRSAEncryption
Signature Value:
ac:60:20:2a:58:92:08:64:cc:53:0e:db:d3:9c:5c:ce:23:66:
8f:64:de:ab:9c:57:96:b0:€9:f2:32:44:04:ee:15:0b:87:d0:
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11:4e:a5:d4:17:b7:40:86:0d:19:fb:83:4€:88:28:¢9:79:e1:
bf:e7:e4:5d:01:41:47:aa:be:8e:7f:1d:3a:85:1a:98:30:ef:
6d:7e:27:b8:29:36:d2:68:a5:17:9€:82:2¢:09:18:22:36:4d:
70:97:0f:7a:31:9b:fe:cd:ec:c1:49:27:12:64:80:7b:b3:74:
1b:a2:22:b8:fe:06:26:03:9d:f1:2¢:0d:74:67:43:26:52:83:
06:cb:81:5b:25:34:f2:ac:60:13:8¢:60:87:ef:86:05:04:1e:
10:a8:92:4f:18:ee:a8:62:1¢:29:71:2c:0b:c1:99:de:86:55:
8d:bb:7c:45:f9:0e:36:56:76:bd:64:6b:bc:33:a1:a8:9e:8a:
ea:1d:11:9f:f6:1a:89:0a:bf:13:41:b6:e0:72:88:ca:1b:d1:
02:9a:fa:91:cf:bb:fc:3a:cf:9a:b4:96:20:90:1c:8b:f8:7b:
a5:05:42:8d:37:6a:95:45:04:22:d7:f6:16:¢c1:34:¢c8:62:f6:
fa:d8:1d:90:38:34:99:17:a7:f3:d4:7e:ee:b4:b2:48:04:09:
dd:bb:24:0e:e7:fc:c3:49:46:27:7b:ad:c8:65:8b:00:09:d2:
54:e4:57:98:b7:11:2e:8e:06:b3:01:ea:57:4c:b0:09:22:ce:
f0:2a:65:4:9:60:90:84:13:b8:f9:78:9d:f0:f2:46:58:26:
4b:85:b5:¢9:€0:00:b7:91:54:0c:9b:64:8a:5f:05:03:b0:8a:
58:98:ab:5c:45:4b:ff:e0:07:5e:2¢:37:97:7d:1a:4d:02:70:
4e:4c:ea:b3:7a:b6:7e:8c:46:84:80:f0:be:81:d5:dc:73:b8:
2b:49:1b:f5:6c:1a:95:88:ec:4b:cb:da:fa:23:¢5:a8:0c:72:
47:6e:2b:29:ee:70:ed:4b:97:5f:13:2d:88:1f:5d:37:b7:9b:
af:b8:00:6a:44:2b:91:b7:4a:04:ae:c9:74:72:ec:d3:59:d1:
0d:fe:d8:9e:30:26:9¢:f0:86:25:53:71:e5:66:63:38:50:fc:
Oa:c7:4d:e4:a6:a1:a3:83:ff:e3:b2:93:32:f5:31:81:9:98:
4b:9f:a7:8e:03:47:f6:63:40:2a:d9:81:13:¢4:f9:71:b0:f5:
3b:88:74:b0:5d:73:0f:d0:0d:6¢:f2:59:16:7f:d7:69:6a:5e:
a9:05:58:1d:7b:81:42:0d:6e:64:df:73:b6:cf:14:b3:a2:40:
42:68:52:91:9¢:68:8e:6a:d2:cb:e2:fd:9f:5e:a4:db:62:ad:
7e:25:62:84:6c:ad:7d:49:¢c1:¢8:f1:55:83:eb:18:bf:80:7b:
59:6b:81:bb:f4:12:36:77:35:35:95:75:2a:4a:be:56:08:36:
8d:7e:46:50:86:3c:b5:58:€9:97:3a:09:82:bb:db:68:30:07:
04:cc:47:ec:9b:b1:e8:82:2b:61:64:eb:5d:5b:f5:17:18:59:
a7:c2:6e:08:64:04:2c:b4:83:7a:f8:24:dc:2c:3a:cc:7e:ce:
6c:d2:71:e7:¢c2:70:da:15:7d:06:1e:72:8f:bb:49:ab:af:a2:
5d:bc:49:a8:51:cb:03:a6:4c:5c:c7:bb:85:f4:cc:22:ad:f2:
d2:ed:bc:89:49:2d:c1:0a:47:2b:bc:03:8f:cb:cb:f1:72:8c:
99:e4:8¢:89:0a:d3:c6:e7:36:6b:3d:f8:c6:ce:e4:20:e1:d5:
5¢:0d:7a:8f:19:70:49:fc:c7:69:52:34:1d:8e:a7:41:34:4a:
ab:6e:44:20:04:97:a7:98:ab:21:65:79:f5:c¢1:21:5e:d5:74:
5c:8e:al:af:2a:a7:6f:42:d6:ed:62:25:7b:0c:e4d:ae:43:2f:
55:9¢:3c:eb:36:fb:d2:95:a4:8a:7e:14:ab:2a:ec:c8:c7:91:
c0:ab:bb:30:c3:ce:61:b9:f8:62:6f:8e:50:97:d9:6e:f9:cc:
02:69:84:3a:dd:48:9e:03:¢2:83:c2:f8:1e:95:€9:13:53:75:
5b:fe:08:€9:2b:c2:3d:57:67:58:a2:05:12:21:87:ef:62:b2:
28:c2:ec:29:fa:aa:d6:b0:bd:d5:32:72:fd:7a:6f:4f:f6:18:
d1:bb:87:a2:d4:01:ce:1b:e7:0d:cf:e7:€9:9b:b2:59:c4:aa:
9e:f0:ac:d8:73:14:27:a8:f6:5¢:1b:de:46:00:55:04:8c:f6:
a1:39:92:12:07:36:72:f5:7f:da:ad:c7:8a:1f:8d:4c:43:4b:
97:ca:98:8d:eb:0b:1c:77:55:d5:35:07:e2:fd:af:e5:5a:40:
Oc:ab:1d:58:7a:b2:37:8d:e7:bb:6b:a7:d5:a6:6a:ec:51:29:
d9:4c:b7:e6:8c:1e:43:24:6a:97:18:da:73:3d:0d:82:35:db:
68:bb:7e:6b:4f.60:fe:14:60:18:a2:1b:0e:21:26:8a:38:d6:
be:c9:b1:80:3a:4b:7a:€9:87:a1:1¢:02:9¢:88:f5:71:17:d2:
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49:01:79:ea:df:69:10:1d:f5:f7:27:67:¢5:fb:35:€4:71:29:
63:f4:4f:8b:6d:a4:77:3f:2b:20:7b:75:71:6d:a4:e8:1e:9a:
€9:f8:33:48:9d:b1:ca:97:20:c0:93:46:26:27:82:0b

MIlJuzCCBaOgAwIBAgIUPIkmcadc7M1gnCCAKEcKLdOf9nYwDQYJKoZIhveNAQEN
BQAWZTEdMBsGALUEAWWUVG5UcnVzdCBSb290IENBICOgRzEXNzA1BgNVBAoMLKFH
RUSDRSBOQVRITO5BTEUgREUgQOVSVEIGSUNBVEIPTIBFTEVDVFJPTKIRVUUXCzA){Qeu50BVZw72GaEg76BHzcq4NABsNJEEeVItOXQGU8alxco9
lIspcEf5qwZ5N14QyVwb8dItaPoXsIEx3FEIRFN8TvHtDxJD6BCdM8aYHJeRxBm6
yUAtdW+RobajA)zFiZQ+4Gs1I59ihXSWFKPJGGhzMncllsznxZpskFF6+I5pAa5Y;j
Z09k3qucV5awbflyRATUFQUHOBFOpdQXtOCGDRN7g061gMI54b/n5FOBQUeqvo5/
HTqFGpgw721+J7gpNtlopReegiw)GCI2TXCXD3oxm/7N7MFJIxJkgHuzdBuilrj+
BiYDnfEsDXRnQ6ZSgwbLgVsINPKsYBOMYIfvhgUEHhCokk8Y7ghiHCIXLAVBmd6G
VY27fEX5DjZWdrlka7wzoaieiuodEZ/2GokKvxNBtuByiMob0QKa+pHPu/w6z5q0
liCQHIv4e6UFQo03apVFBCLX9hbBNMhi9vrYHZA4NJkXp/PUfu60skgECd27JA7n
/MNJRid7rchliwAJOITkV5i3ES60BrMB6IdMsAkizvAqZU+fYJCEE7j5e)3w8kZY)phDrdSJ4DwoPC
+B6V6RNTdVv+COkrwj1XZ1iiBRIhh+9isijC7CnéqtawvdUycv16b0/2GNG7h6LU
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Ac4b5w3P5+mbsIinEqp7wrNhzFCeo9lwb3kYAVQSM9qESkhIHNNL1f9qtx4ofjUxD
S5fKmI3rCxx3VdU1B+L9r+VaQAyrHVh6sjeN57trp9WmauxRKdIMt+aMHkMkapcY
2nM9DYI122i7fmtPYP4UYBiiGw4hJoo41r7)sYA6S3rph6EcApyl9XEXOkkBeerf
aRAd9fcnZ8X7NeRxKWPOT4ttpHc/KyB7dXFtpOgemsn4MOidscgXIMCaRqYnggs=
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TnTrustCAQSignl

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
63:ad:02:6b:2f:40:b5:26:90:6¢:38:d0:e6:d2:ad:8b:3d:f2:9e:30
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN = TnTrust Root CA - G1, O = AGENCE NATIONALE DE CERTIFICATION ELECTRONIQUE, C
=TN
Validity
Not Before: Sep 21 17:57:31 2022 GMT
Not After : Sep 21 17:57:31 2042 GMT
Subject: CN = TnTrust CA - QSign1, O = AGENCE NATIONALE DE CERTIFICATION ELECTRONIQUE, C
=TN
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (4096 bit)

Modulus:
00:ae:da:cd:30:7e:39:04:2e:59:3¢:35:b8:b9:d1:
€2:95:9f:¢c7:cc:f9:18:65:48:79:90:b0:ba:33:d2:
38:08:b1:7a:b2:cf:9e:b3:eb:25:17:29:72:0b:3b:
34:4e:1b:7f:60:36:51:b1:2d:d7:bd:69:db:55:de:
6e:e9:be:b0:ff:1d:04:af:11:4f:69:08:f4:3e:63:
82:59:32:af:da:99:30:8d:89:ed:¢6:76:95:5b:f7:
21:19:45:7¢:50:18:65:09:57:be:34:42:4d:ed:21:
b0:5b:f9:bb:0f:08:7a:d7:19:e3:5e:b3:d9:0f:15:
12:38:39:f9:38:4d:41:40:8f:9b:5c:db:4d:81:ab:
8f:79:89:fb:a6:67:68:92:81:8d:af:ae:09:06:6f:
d0:c6:32:3f:e7:b8:45:40:9a:5¢:16:a2:75:1b:95:
4e:ec:20:f9:06:65:35:25:d4:ff:c7:fc:b1:74:f4:
1f:91:c8:f4:4f:38:4b:b5:33:3b:a5:de:64:23:8e:
30:b8:€9:8c:34:3c:cc:76:9f:ef:a8:36:b4:0e:12:
d3:cc:be:fl:4a:fd:4f:9d:1e:97:81:70:26:d4:d6:
e2:ef:f7:74:¢1:82:a7:4e:52:49:53:ab:68:5b:2e:
81:2d:7b:c7:d9:c8:bc:90:8a:ba:11:85:35:ee:5d:
64:6b:d0:29:26:c2:f9:4a:92:ab:80:8¢:35:77:01:
a5:2a:f5:41:7f:17:a6:a8:b4:b5:50:43:42:65:50:
64:c5:b2:4e:62:f6:b3:02:65:fe:b6:f1:f0:8d:6d:
ac:1b:9b:ab:d1:ae:6¢:c5:09:9f:3a:b0:14:1f:85:
ee:c3:f6:1e:f4:c0:€2:50:87:19:19:cb:7f:al:ac:
e2:79:3c:f3:d3:8f:f2:6b:10:eb:cf:19:66:ae:ae:
el:8a:2a:2a:05:5¢:5d:a3:50:79:04:2f:2e:eb:1f:
44:1b:49:06:80:e2:1¢:68:7¢:87:b9:34:39:6d:3b:
ba:cd:b7:81:6f:c6:1a:e7:19:7d:72:d1:a4:f6:4b:
3e:2f:db:86:51:77:3b:cb:cd:b3:a3:8c:66:4e:2a:
6c:a9:09:ef:56:1f:d5:a3:11:f2:98:4f:4d:70:5f:
€3:33:90:d0:5b:65:9f:23:42:b3:a8:83:83:db:29:
f7:1f:9d:f4:93:68:89:4f:dc:26:f6:ca:bb:ed:c2:
€9:cc:f3:93:0a:c5:6¢:7f:b2:46:98:31:ca:9a:ec:
€4:82:3b:01:4c:42:ac:28:43:55:75:d0:32:84:5¢:
0a:d4:c8:8a:34:87:9a:4d:e8:2d:9f:dc:9f:8f:d7:
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66:29:9e:ab:a3:00:b5:b7:6b:25:61:b7:ad:3d:c8:
d4:d8:23
Exponent: 65537 (0x10001)
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://www.tuntrust.tn/pub/tntrustrootcagl.crt
OCSP - URL:http://va.tuntrust.tn
X509v3 Subject Key Identifier:
48:C0:C1:B5:B6:8B:12:36:14:36:66:09:A8:CB:25:5D:BA:21:69:78
X509v3 Basic Constraints: critical
CA:TRUE, pathlen:0
X509v3 Authority Key Identifier:
CB:A5:25:28:43:3E:52:E3:55:46:72:79:3D:6F:FC:A9:59:04:EB:56
X509v3 Certificate Policies:
Policy: 2.16.788.1.2.7.1.2.1
X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.tuntrust.tn/tntrustrootcagl.crl
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
0c:14:f2:a0:fd:a0:29:37:fb:64:38:12:99:99:9d:47:f7:d3:
51:32:4f:ad:62:56:30:57:f2:14:ef:15:a2:52:23:9e:4c:8e:
d0:15:55:d5:63:3e:ec:fa:68:67:c3:5d:18:e3:¢6:47:5d:7d:
€6:be:18:65:60:dc:18:d0:01:bc:al:29:ee:bf:71:f6:85:c7:
4f:17:e4:1a:59:0f:c9:df:24:2¢:b3:01:39:16:f7:e5:05:af:
32:26:51:f6:a0:dc:c7:e5:d0:95:24:45:0c:ba:3e:a8:¢7:80:
87:13:97:8e:87:37:94:db:b7:86:6f:14:9e:d7:b0:6a:07:al:
78:61:26:a1:84:97:79:e9:dc:4a:f2:5e:eb:bc:8d:05:¢c6:51:
cd:3d:14:bd:64:7e:a6:b4:36:79:1e:b3:a5:4e:79:5c:6e:d2:
b3:75:bc:32:fb:73:b2:c9:a5:ef:5d:db:ea:06:dd:d8:el:7d:
a5:45:f2:62:00:17:10:87:1f:d1:62:e1:44:3a:de:37:94:2c:
6b:47:71:29:75:1d:80:89:3e:c7:b5:a7:6b:dc:2c:e5:4d:de:
al:75:b0:df:bf:7b:41:0a:4e:b4:12:bf:28:72:1d:6e:98:ca:
60:f2:5a3:99:04:6d:e7:4e:69:8f:92:8e:3f:aa:7d:d3:5d:7f:
b2:30:dd:16:17:33:ca:13:30:¢8:6a:60:35:0b:c7:9d:7d:24:
87:89:4e:79:1a:44:15:7¢:81:38:08:8:40:00:13:39:8b:0f:
15:6b:43:c4:28:6e:ee:1b:0f:1b:ee:47:1b:42:a1:3e:70:c7:
7b:29:5b:d5:42:76:38:4e:al:dc:6f:c5:a8:da:1a:34:4f:c8:
10:ce:c8:fc:7b:dd:be:82:26:0b:8f:5d:5d:4e:b8:2c:67:89:
88:41:f0:47:78:53:09:69:8a:2d:a3:91:93:7e:b3:8a:cf:ea:
b4:d1:15:57:78:2c:e9:eb:66:0f:62:dd:d0:6e:50:5c:f8:36:
1e:08:11:d5:c2:13:ed:81:0e:8c:f3:28:b6:8c:a5:76:21:92:
95:e6:84:ad:55:ee:b2:e2:68:00:0a:5a:db:36:f9:17:f5:cd:
fa:33:1c:2d:31:b7:d7:8e:a5:28:fe:2a:c3:e1:62:6d:e1:c5:
b1:5f:82:10:€9:9d:ad:71:d7:f4:19:57:67:e3:b7:f5:08:5c¢:
71:d0:f8:37:e4:ad:33:1d:27:2b:bc:2b:58:b2:dd:0a:6a:47:
d7:88:dc:el:55:da:26:b4:23:4a:c6:60:7a:de:b7:53:77:df:
2a:94:11:8e:00:¢c7:59:1c:73:5e:b9:6¢:9f.f0:66:84:b5:dd:
8a:d4:3f:61:40:4e:73:39:fb:4b:f8:d1:8e:2b:3b:95:b8:72:
f8:ac:ab:64:0b:ff:5b:6b:0a:3b:f5:27:92:d0:b2:83:0b:78:
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f7:€7:08:33:40:¢4:39:69:ba:cb:3b:6b:31:b4:5b:96:28:38:
54:ca:af:74:03:ce:af:fc:77:04:dc:e3:00:f6:16:d4:d5:bc:
€6:d9:95:77:de:d5:b7:9e:0e:89:8a:52:d1:1b:5f:62:27:e6:
00:a0:cd:86:2f:f9:76:f3:32:f8:81:68:f4:€2:b6:98:1a:08:
b4:2c:df:d0:b8:b7:ef:2a:bc:a2:a4:a2:8¢:85:df:1a:da:4d:
1f:d4:7e:90:4a:f7:14:55:95:de:c2:57:2f:ab:ad:e9:77:39:
8¢:92:a3:af:96:45:96:06:40:8a:47:¢5:05:49:3b:52:41:fd:
89:dc:07:a3:b6:b5:bf:c4:ed:c3:bd:e4:39:3f:1¢:92:27:86:
a5:10:5e:63:fc:5c:ab:4e:d3:6a:57:38:a9:e3:81:b4:0c:d4:
f6:21:64:7c:aa:84:3f:65:b3:10:16:d9:06:26:84:fe:fb:19:
6c:6¢:82:31:cf:0d:90:d6:96:de:a8:f9:ea:bc:32:ea:1b:eb:
a4:30:b4:94:71:5a:61:06:9a:bb:aa:25:93:5e:bc:71:cc:7c:
5e:15:d1:4d:cf:2d:b4:a5:26:29:39:67:ef:dc:15:04:52:7f:
40:d8:cb:3c:6d:d8:29:d2:38:43:65:8d:27:4c:c5:e9:df:7e:
f5:18:18:ba:4b:0c:16:d3:40:a4:c7:66:20:2a:f4:5e:6c:ac:
59:b7:15:81:22:6f:b2:0d:f7:a3:e8:5f:11:31:53:48:72:85:
0b:98:47:4a:da:7b:a5:af:aa:c9:6f:7a:0c:3e:3¢:58:92:65:
ae:b7:f5:c2:0b:38:64:94:34:d1:74:9b:6¢:74:33:83:9d:0a:
6c:61:41:66:a3:38:1e:1e:a7:fc:al:54:ac:91:32:95:3c:db:
9b:6b:8c:00:c0:f0:43:89:62:c0:50:8a:be:92:13:09:d9:1f:
76:ce:5d:ef:b9:58:2e:9e:f7:8d:3b:2c:98:ed:5a:5d:0a:b3:
1b:4b:1f:e6:78:d7:01:7b:e0:10:72:6b:36:e3:dd:42:ba:f3:
37:c0:43:5d:ce:60:8e:8d:4b:2c:89:17:27:3f:c1:76:€6:75:
64:3a:c5:eb:bc:9e:77:ae:71:63:04:d9:4e:06:bc:08:35:19:
41:30:04:87:ef:27:7a:83:9e:39:4d:6f:50:e6:34:1f:cf:fc:
d7:90:5b:1d:ac:9f:3b:96:b3:c2:8c:29:4b:49:e3:88:33:e8:
ae:7a:5e:2d:ba:d2:ff:e3:19:df:7e:48:6a:6a:c7:d8

MIIThTCCBG2gAwIBAglUY60Cay9AtSaQbDjQ5tKtiz3ynjAwDQYJKoZlhveNAQEL
BQAWZTEdMBsGA1UEAwWwWUVG5UcnVzdCBSb290IENBICOgRzExNzA1BgNVBAoMLKFH
RUSDRSBOQVRITO5BTEUgREUgQOVSVEIGSUNBVEIPTIBFTEVDVFIPTKIRVUUXCzA)J
BgNVBAYTAIROMBAXDTIyMDkyMTE3NTczMVoXDTQyMDkyMTE3NTczMVowZDEcMBoG
ALUEAWWTVG5UcnVzdCBDQSAtIFFTaWduMTE3MDUGA1UECgwuQUdFTKNFIESBVEIP
TkFMRSBERSBDRVJUSUZJQOFUSU9OIEVMRUNUUK9OSVFVRTELMAKGA1UEBhMCVE4w
ggliMAOGCSqGSIb3DQEBAQUAA4ICDWAwWgEgIKA0ICAQCU2sOwfjkELIK8Nbi50eKV
n8fM+RhISHMQsLoz0jglsXqyz56z6yUXgXILOzROG39gNIGxLde9adtV3m7pvrD/
HQSVEU9pCPQ+Y4)ZMg/amTCNie3GdpVbIyEZRXxQGGUJV740Qk3tIbBb+bsPCHrX?2ixI2FDZmCajLV26IWI4MBIGA1UdEWEB/wWQIMAYBAf8CAQAW
HwYDVRO0jBBgwFoAUy6UIKEM+UuNVRnJSPW/8qVkE61YwFgYDVROgBASWDTALBglg
hhQBAgcBAgEWOWYDVROfBDQWMjAwoC6gLIYqaHROcDovL2NybC50dW50cnVzdC50
bi90bnRydXNOcm9vdGNhZzEuY3JsMA4GA1UdDwEB/wQEAwWIBBjANBgkghkiG9wOB
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TUNTRUST MANAGEMENT’S STATEMENT

Agence Nationale de Certification Electronique (« ANCE » or « TunTrust ») has deployed a public key
infrastructure. As part of this deployment, it was necessary to create certificate authorities known as:

1. TnTrust Root CA-Gl1
2. TnTrust CA-QSignl

(Collectively, “TunTrust CAs”). In order to allow the CAs to be installed in a final and useable
configuration, a Key Generation Ceremony was conducted, the purpose of which was to formally
witness and document the creation of each CA’s private signing key. This helps assure the non-
refutability of the integrity of the TunTrust CA’s key pairs, and in particular, the private signing keys.

TunTrust management has securely generated a key pair, consisting of a public and private key, in
support of its CA operations. The key pairs were generated in accordance with procedures described
in TunTrust’s Certificate Policy (CP), Certification Practice Statement (CPS), and its Key Generation
Scripts, which are in accordance with CA Key Generation Criterion 4.1 of the WebTrust Principles and
Criteria for Certification Authorities v2.2.2

TunTrust management established and maintained effective controls over the generation of these
keys. These controls were designed to provide reasonable assurance of adherence to the above-
mentioned practices throughout the root key generation process.

TunTrust management is responsible for establishing and maintaining procedures over its CA root keys
generations, and over the integrity and confidentiality of all private keys and access keys (including
physical keys, tokens, and passwords) used in the establishment of the TunTrust CAs, and for the CA
environmental controls relevant to the generation and protection of its CA keys.

TunTrust management has assessed the procedures and controls for the generation of the CA keys.
Based on that assessment, in management’s opinion, in generation and protecting its CA keys for the
TunTrust CAs during the period 20 September 2022 to 23 September 2022 at Ariana, Tunisia, with the
following identifying information:

CA Name Subject Key Identifier

1.TnTrust Root CA-G1 CB:A5:25:28:43:3E:52:E3:55:46:72:79:3D:6F:FC:A9:59:04:EB:56

2.TnTrust CA — QSignl 48:C0:C1:B5:B6:8B:12:36:14:36:66:09:A8:CB:25:5D:BA:21:69:78

TunTrust has:
o followed the CA key generation and protection requirements in its:

o TnTrust Sign PKI Certificate Policy / Certification Practice Statement Version 01, 23
September 2022 (CP/CPS)
e Included appropriate, detailed procedures and controls in its Key Generation scripts:
o PV GAC 04 Key Ceremony Preparation 21 September 2022
o PV GAC 09 Key Ceremony 21 September 2022
o PV GAC 20 OCSP Ceremony 22 September 2022
o PV GAC 06 Key Ceremony Finalisation 23 September 2022
e maintained effective controls to provide reasonable assurance that TunTrust CAs were
generated and protected in conformity with the procedures described in its CP and CPS and
its Key Generation Scripts
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e performed, during the key generation process, the procedures required by the Key
Generation Scripts

e generated the CA keys in a physically secured environment as described in its CP/CPS

e generated the CA keys using personnel in trusted roles under multiple person control and
split knowledge

o generated the CA keys within cryptographic modules meeting the applicable technical and
business requirements as disclosed in its CP and CPS

in accordance with CA Key Generation Criterion 4.1 of the WebTrust Principles and Criteria for
Certification Authorities - Version 2.2.2.

Ramzi Khlif
Agence Nationale de Certification Electronique

21 octobre 2022


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf
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